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Cisco Switch Backup Complete Checklist
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(Pre-Backup) @\ 5l Ja9 G S> )

P H9w Sg) OB SiLwousd Slad sew,
TFTP/FTP/SCP 90w @ aSicis (e yicws 3l
9w U (wwyiwd H94€ 30y 9 Sy,lS pU 0y
awigaw suiswdo VLAN g IP Address s;Lwassowso
show version : sJ=d I0S azus (sow)

show clock ol sl cclw 9 du,b s
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SHSwl sy, .Y

TFTP Backup

(UDP 69 w,g,) TFTP Server s;lailel, [
Exception >l L Windows Firewall us,S Jledue [
:copy running-config tftp :siws sh=>l [
TFTP yow IP U3,S 3ls [
cfg.[Date]-[Switch-Name] w0y b Jobb oU puusi [
J 8990 (suS 2l [
Switch# copy running-config tftp: Address or name of remote host []?
192.168.1.100 Destination filename [Switch-confg]? Core-SW-2024-01-15.cfg !!
7432 bytes copied in 1.4 secs
FTP Backup
ip ftp password s credentials: ip ftp username o b ]
:copy running-config ftp : o> sl>l ]
FTP ,90-w IP Us)S 5)ls [
9w 5> wwlio folder structure sl [
config: no ip ftp password ;| password Bi> []

SCP (Secure) Backup

SSH v2: ip ssh version 2 s;Ludld []

crypto key generate rsa :(w 2048 Jsla>) RSA key slxl []
SCP server: ip scp server enable s;Ludld ]

icopy running-config scp :,giw> Sh>l ]

ool password g username b wusa 1> [
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(LLB>e> wlsy) Archive Llounbuis

Y

archive config: archive «wJl> a, 39,9

path tftp://[IP]/$h-$t.cfg ;0,55 o pulrii
write-memory: write-memory s;Lwdled
time-period 1440 :(a..3>) (siloj o5L pulrii
maximum 14 : L, slae s5Slas s

show archive : 50> U > Sloc cowws

USB sy, vl

O O 0o o o O

-t

Lad 8GB J3la> L USB 3.0 ;I oslaiwl

USB: show file systems Ll (oo,

:configuration: copy running-config usbflash0 _s.S

:dir usbflashO0 : J,14 59>¢9 24U

Disaster Recovery sl ool J=o ;5 USB sl

O o o o o

>
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Lol configuration U oIS, LB o> aculsn

text editor ;> LU L Us,S 5L

(VLANSs, ACLs, Routes) sads sla s Sl gxiws
winlo;l Ju=o > restore couws

oS LB sl MD5 checksum awlxo
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(Restore) svb;U Aiul,9
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write erase :_sJ=$ configuration us,S S|,

reload :z.q.w reload

startup-config: copy tftp: startup-config « LU .S
Wlowhis Jlocl sl 330 reload

interfaces oloi pu=o >,Sloc (sow;y

routing g connectivity «ows

O O 0o o o O
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(Best Practices) W®ogauis (i yips .V

offsite (suS ) calizo Lo ¥ 55 (S ¥ US> 1-2-3 ugild
cfg.[Time]-[Date]-[Location]-[Device] )l bawl S,1AS0U

gl tdle | JolS 1sSiasd | Wl 1aulsg, WS ol
1S oslaswl encryption 1 jwlus> s L sl S, S0,
S o |y restore LSS oo ¥ ) bl Gows
als a5 Jwyiows 5> 9 diiuwo | restore J>lho S, Lw Ao
S oslaiwl wlhuses ws,S track sl Git 5l Version Control
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vl s> swlboucs A

AuS S> |, Windows Firewall o

L Full Control (sowsiows TFTP folder a, o

Permission denied

S <o ping L Connectivity o
S Csawy |, MTU size o Timeout
S S> 1, ACL o

2wl Jles SSH/SCP service o
Lol ww 2048 Jdla> RSA key o

Connection refused

JMS))lgdﬂsbl)JJlsM.
1S S 1) S>68 9S50 Bgy>

File not found

S oy | I0S asus @

Invalid input
S S> | wlhgiws Compatibility e

ol Slalo=xo ;> TFTP s> a SCP 5l oslaiwl
AES-256 L wlS slo b s, K550,

U 9w W ewyiws US)S d9ax0

S9d=0 Cswwiwd U Service Account 1 oslaiwl
VS wldoce aod sly logging us S Jled

WS 5l ae wdgoe credentials ws,S Sb

O O o o o o o

849> timestamp sl,, secure NTP ;| oslaiwl
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S, Lol sub;U asliy ) e

s Vo) plasl al> 0
a&,8> 5 awgw U gl 9 JSine (sulwbiw 1
asald> 10 = guigw reset b ousSuls auisaw Sjlwoslol 2
as,ds 2 configuration «Jl> a, 59,9 9 console Jlail 3
a§,8> 5 sizo WIS L3l ulisb 4
as,d> 10 b 3,Sae s 9 (o) 5
as,8> 15 services g connectivity JolS (oww 6
as.d> 10 incident s;lLwisowo 7

S, ol gwles wleMbl

2o ywloi o)loww O
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